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Abstract Complex networks have been widely applied in

many complex systems existed in nature and society

because of its rapid development. Many methods have been

proposed to evaluate the vulnerability of the complex

networks because of the high security requirements of the

network. In this paper, a novel method is proposed to

evaluate network’s vulnerability, which is based on fuzzy

fractal dimension and average edge betweenness. Fuzzy

fractal dimension can reflect the dynamic structure and

topological structure of complex network, which is

important to the vulnerability of complex network. So this

proposed method can overcome the shortcomings of pre-

vious works by replacing the key coefficient p by fuzzy

fractal dimension. In order to show this proposed method’s

accuracy and effectiveness, six USAir networks in different

years are applied in this paper. Three common methods are

used to compare the results with this proposed method, and

the RB attack strategy is used to analyze the vulnerability

of dynamic characteristic. The fuzzy fractal dimension of

randomly selecting largest connected subset which is close

to the initial fuzzy fractal dimension shows the reliability

and stability of this proposed method. The vulnerability

order obtained by this proposed method is more realistic,

because the Pearson correlation coefficient r about this

method equals to 0.9805, which shows a extremely strong

correlation with the reality.

Keywords Fuzzy sets � Fractal dimension � Complex

networks � Vulnerability evaluation � Average edge

betweenness

1 Introduction

Recently, complex network [48] develops very quickly and

becomes an important research field because it can model

the complex system existed in the real world, such as

protein network [33, 68], citation network [18], and so on.

The previous researches pay more attention to the impor-

tance of nodes [28], the efficient spreading strategies

[27, 38, 47, 67], the progress of society [54, 61], emer-

gency management [19, 42]. Based on these existed

research results, complex network can be used to predict

the development of an unknown system [31]. Then, many

practical models have been proposed, and these have been

used in the real productions, like analyzing traffic con-

gestion [24, 25, 63], recognizing the edges of the image

[49].

Different methods to evaluate the vulnerability of net-

works have been proposed, which can be divided into two

types. The first type is the topological property of network

[2, 3], such as the average inverse geodesic length [35], the

size of largest component [36], normalized average edge

betweenness [6], and so on. These methods pay more

attention to the structure of the network itself. The second

type focuses on dynamical robustness [20, 59, 60]. Delet-

ing some nodes or edges would increase other nodes’

burden and change the network’s structure, which can

affect the vulnerability of networks. The most common

method is proposed by Boccaletti et al. [6]. He evaluated

vulnerability by multiscale evaluation model. This method

combines the average edge betweenness and a key
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coefficient p, and p would change with different networks.

Because it is effective, it is widely studied by many

researches [46]. One of the most serious problems is how to

determine the key coefficient p because p does not have

any physical meaning. Then, Li et al. [32] used the fractal

dimension to evaluate the vulnerability, and it has a great

progress.

Zadeh [65] first proposed fuzzy theory in 1965. This

method regards the object to be investigated and the fuzzy

concept as a certain fuzzy set. Then, he establishes the

appropriate membership function and analyzes the fuzzy

object through the operation and transformation of the

fuzzy set. Because fuzzy set can describe the uncertain

information more accurately, it has been used in many

fields [17, 50] like supporting vector machine [26, 41, 58],

D-S theory [21, 39, 62, 69, 70], ant colony optimization

[8, 13], fuzzy regression [4, 14, 15, 66], information

granules [51, 53], designing type 2 fuzzy systems [11, 12],

data mining [16, 37, 43], and multiobjective evolutionary

algorithm [7, 22, 23, 40, 44]. Pedryca [52] has already

calculated the fractal dimension by fuzzy sets in time

series. Fuzzy fractal dimension has been used in many

fields by Castillo et al. such as measuring the complexity of

the sound signal [45], time series prediction [10], simula-

tion of robotic dynamic systems [9]. Fractal dimension can

show the self-similarity and fractal properties of complex

networks [29, 30, 56], which can reveal the dynamic

structure and topological structure of complex network.

Based on these excellent features, Tsallis information

dimension [64] and generalized volume dimension [55] of

complex networks have been proposed later. Meanwhile,

the box-covering algorithm has been used to get the

number of boxes in complex networks by Song et al.

[56, 57]. Zhang et al. [5] proposed the fuzzy fractal

dimension of complex networks, which can depict the

covering ability of each boxes and spend less time. It can

describe the self-similarity and fractal properties of com-

plex networks too.

In this paper, a novel method to evaluate the vulnera-

bility is proposed, which is based on fuzzy fractal dimen-

sion. The fuzzy sets make the influence between different

nodes more accurate through a interval continuous function

between 0 and 1. Fuzzy fractal dimension can reflect the

dynamic structure and topological structure of complex

network, which is important to the vulnerability of complex

network. Based on this, fuzzy fractal dimension replaces

the key coefficient p to evaluate the vulnerability of com-

plex network. Three methods which are the average inverse

geodesic length, the size of largest component, normalized

average edge betweenness are used to compare the results

with this proposed method. The RB attack strategy [35] is

used to analyze the vulnerability of dynamic characteristic.

In order to show this method’s accuracy, six US airline

networks in different years are applied in this paper, and

the Pearson correlation coefficient r is used to analyze the

correlation between the results and the reality. The results

show that this method is more accurate and consistent with

the actual situation. The result of randomly selecting lar-

gest connected subset is close to the initial fuzzy fractal

dimension, and it shows the reliability and stability of this

method.

The remainder of this paper is organized as follows.

Some brief overview of vulnerability evaluation, fuzzy

sets, and fractal dimension is given in Sect. 2. In Sect. 3,

the method which is based on the fuzzy fractal dimension

to evaluate the vulnerability of network is proposed. Six

US airline networks in different years are used to compare

this proposed method and other already existing methods in

Sect. 4. Some conclusions are given in Sect. 5.

2 Preliminaries

2.1 Multiscale Vulnerability

Boccaletti et al. [6] proposed a vulnerability evaluation

model by the average edge betweenness, which is shown as

follows:

blðGÞ ¼
1

Ej j
X

l2E
bl; ð1Þ

where Ej j is the number of the edges, bl is the betweenness

of edge l, which is defined as follows:

bl ¼
X

j;k2V

njkðlÞ
njk

; ð2Þ

where njk is the number of geodesics (the shortest distance)

from node j to node k, njkðlÞ is the number of geodesics

from node j to node k, which contain the edge l.

This evaluation method bl cannot give relevant new

information about the vulnerability of some special net-

works. For instance, two networks are shown in Fig. 1,

(a) (b)

Fig. 1 The ’’bat‘‘ network and the ’’umbrella‘‘ network
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which is called ‘‘bat’’ network G and ‘‘umbrella’’ network

G0 separately. When evaluating these two networks’ vul-

nerability by Eq. (1), the result is that

blðGÞ ¼ blðG0Þ ¼ 43=13. But the ‘‘umbrella’’ network G0 is

more robust than the ’’bat‘‘ network G, so this method is

not accurate.

Then, Boccaletti et al. [6] improved this method to

overcome this limitation by a key coefficient p. This

improved work is called multiscale vulnerability and

shown as follows:

bpðGÞ ¼
1

Ej j
X

l2E
b
p
l

 ! 1
pj j

ð3Þ

When we use this improved method to compare two net-

works G and G0, first compute b1. If b1ðGÞ\b1ðG0Þ, net-

work G is more robust than network G0, and

b1ðGÞ[ b1ðG0Þ is an opposite case. When b1ðGÞ ¼ b1ðG0Þ,
then increase p and compute bp until bpðGÞ 6¼ bpðG0Þ.

Boccaletti et al. proposed a relative function of p to

ensure the coefficient p which is shown as follows:

f ðpÞ ¼
bpðGÞ � bpðG0Þ
�� ��

maxðbpðGÞ; bpðG0ÞÞ
ð4Þ

The key coefficient p is obtained when the relative function

has a maximal value. For more detailed information about

coefficient p, please refer [6].

2.2 Fuzzy Sets

In the traditional case of things divided into two categories,

when there is a class C which is a subset of the universal set

X, any case of an input variable x 2 X whether belongs to

the given subset C or not. There is a characteristic function

ICðxÞ ! f0; 1g, which is defined as follows:

ICðxÞ ¼
0; x 2 C

1; x 62 C

�
ð5Þ

where there is a premise x 2 X.

Facing real-world situations, there is no clear boundary

between two categories or the boundary may be overlap-

ping. So it is uncertain that the input variable x belongs to

(a) (b)

(c) (d)

Fig. 2 Detail about the box-covering algorithm. a There is a random

weighted network called W1, which has six nodes and six weighted

edges. Observing from the figure, the path between any two nodes can

be easily obtained. b Node i can be connected to node j when dij � 3.

A new weighted network is established, and it is called W2. c These

nodes connected directly have different colors, and the rest of the

nodes have the same color with node 3 because node 3 has the

maximum value of node strength. d Finally, as one color for one box,

the minimum number of box of W1 can be obtained, and it is two, as

shown in W4
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the subset C totally. To deal with this problem, this char-

acteristic function must be improved to describe the

intermediate value between 0 and 1. Zadeh [65] proposed

the fuzzy sets to modify the characteristic function ICðxÞ to

the membership function lCðxÞ, which can describe the

interval continuous function between 0 and 1.

2.3 Fuzzy Fractal Dimension

A complex network is shown as G(N, E), where N is the set

of node and E is the set of edge. The box-covering

dimension is originally proposed by Hausdorff [34]. The

number of boxes and the box size have a relationship as

follows:

NðeÞ � e�dB ; ð6Þ

where NðeÞ is the minimum number of boxes to cover the

whole network when the box size is equal to e, and dB is the

fractal dimension. The distance between any two nodes in

one box is less than the box size e. Then, the fractal

dimension dB can be obtained as follows:

dB � � lnðNðeÞÞ
lnðeÞ ð7Þ

The detail about box-covering algorithm is shown in Fig. 2

Equation (7) can be rewritten as follows:

dB � lnðNðeÞ�1Þ
lnðeÞ

ð8Þ

where NðeÞ�1
is the reciprocal of NðeÞ and it can be seen as

the covering ability (CA) of each boxes. When more boxes

are needed, the covering ability of each box is smaller.

Then, the covering ability NðeÞ�1
of the box size e is

obtained as follows:

N�1ðeÞ ¼ 1

NðN � 1Þ
XN

i¼1

XN

j¼1ðj 6¼iÞ
AijðeÞ ð9Þ

where e is the size of box, AijðeÞ is a membership function

when the shortest distance between node i and node j is

close to the box size e, and Gaussian membership is used in

this method, which is shown as follows:

AijðeÞ ¼ exp �
d2
ij

e2

 !
; ð10Þ

where dij is the shortest distance between node i and node j,

and e is the box size. AijðeÞ is a membership function which

can give the degree how close other nodes from the center

node. The membership function AijðeÞ can give a different

weight between 0 and 1 to the neighbor node j based on the

shortest distance, and it would be larger when the neighbor

node j is closer to the center node i. The larger of the AijðeÞ

represents the greater the contribution of neighbor node j to

the center node i.

2.4 Comparison Methods

To compare this method, three methods which are fre-

quently used to evaluate the networks’ vulnerability are

shown as follows. First, the average inverse geodesic

length l�1 is shown as follows:

l�1 ¼ 1

dðv;wÞ

� �
¼ 1

NðN � 1Þ
XX 1

dðv;wÞ ð11Þ

where d(v, w) is the length of geodesic (the shortest dis-

tance) between node v and node w which are both con-

tained in network node set N, and NðN � 1Þ is the number

of node pairs. When l�1 is larger, the network is more

robust.

Secondly, the size of largest component

LGS(0\LGS\1) can obtain the number of nodes in the

largest connected subgraph, which is shown as follows:

LGS ¼ Ns

N
; ð12Þ

where Ns is the size of the largest connected subgraph. So

when LGS is larger, the network is more robust.

Thirdly, this method is called normalized average edge

betweenness bnor Gh i which is based on Eq. (3) while

p ¼ 1. This method is shown as follows:

bnor Gh i ¼ b1ðGÞ � b1ðGcompleteÞ
b1ðGpathÞ � b1ðGcompleteÞ

¼ b1ðGÞ � 1
NðNþ1Þ

6
� 1

ð13Þ

where Gcomplete is a complete graph and Gpath is a path

graph. When bnor Gh i is smaller, the network is more

robust.

3 Evaluating Topological Vulnerability Based
on Fuzzy Fractal Dimension

3.1 Basic Method

In this section, because the average edge betweenness

cannot distinguish special networks like the ’’bat‘‘ and

’’umbrella‘‘ network, a novel method is proposed to eval-

uate the vulnerability of complex networks. Because the

key coefficient p is a constant which does not have any

physical meaning, it should be changed into special coef-

ficient which can reveal the topological structure of the

whole complex network. In this method, the fuzzy fractal

dimension is considered as a advantageous alternative to

define the key coefficient p. It is universally known that

fractal dimension can reveal the dynamic structure and

topological structure of complex network, and it can
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illustrate self-similarity and fractal properties of networks.

Fuzzy sets can describe the interval continuous function

between 0 and 1, which is more accurate. For a complex

network G(N, E), where N and E, respectively, represent

the sets of nodes and edges in the whole complex networks,

when there are more edges in this network, the diameter of

network would be smaller, less boxes are needed to cover

the whole network, and the space-filling capacity would be

higher. These would cause the decrease in the fuzzy fractal

dimension, and it is well known that a network with more

edges is more robust. Based on these, fuzzy fractal

dimension is more likely to reveal the networks’ vulnera-

bility. So using fuzzy fractal dimension to replace the key

coefficient p is more logical.

The fuzzy fractal dimension of complex networks can be

obtained as follows:

dB � lnðNðeÞ�1Þ
lnðeÞ ; ð14Þ

where NðeÞ�1
is the covering ability (CA) of each boxes,

which can be obtained as follows:

N�1ðeÞ ¼ 1

NðN � 1Þ
XN

i¼1

XN

j¼1ðj 6¼iÞ
AijðeÞ ð15Þ

where AijðeÞ is Gaussian membership function which can

be obtained from Eq. (10). Using membership function can

reveal the covering ability more accurately because it can

describe the interval continuous function between 0 and 1.

After replacing the key coefficient p by fuzzy fractal

dimension to evaluate the networks’ vulnerability, the

novel method is shown as follows:

VdBðGÞ ¼
1

Ej j
X

l2E
bdBl

 ! 1

dBj j
; ð16Þ

where bl is the set of edge closeness and Ej j is the number

of edges.

When VdB is smaller, the network is more robust. This

method can be widely used in many complex networks

with fractal property to evaluate vulnerability. This pro-

posed method could be more effective and realistic because

of the use of fuzzy fractal dimension.

3.2 Example Explanation

Because the previous works cannot compare the ’’bat‘‘

network G and ’’umbrella‘‘ network G0 well, this novel

method can be used to compare the vulnerability. These

two networks are shown in Fig. 1.

Step 1 Firstly, ’’bat‘‘ network is selected to be an

example. When the box size is equal to 1, the covering

ability of a box whose center node is node 1 can be

obtained as follows:

N1ð1Þ�1 ¼
exp � d2

12

12

� �
þ exp � d2

13

12

� �
þ exp � d2

14

12

� �

ðN � 1Þ

þ exp � d2
15

12

� �
þ exp � d2

16

12

� �
þ exp � d2

17

12

� �
þ exp � d2

18

12

� �

ðN � 1Þ

¼
exp � 12

12

� �
þ exp � 12

12

� �
þ exp � 12

12

� �

7

¼ 0:1577

ð17Þ

The covering ability of other center node can be obtained

in the same way,

N2ð1Þ�1 ¼0:1577

N3ð1Þ�1 ¼0:1577

N4ð1Þ�1 ¼0:1577

N5ð1Þ�1 ¼0:1577

N6ð1Þ�1 ¼0:1577

N7ð1Þ�1 ¼0:3680

N8ð1Þ�1 ¼0:0526

ð18Þ

So when the box size is equal to 1, the covering ability is

Nð1Þ�1 ¼ 0:1708, which means that each box covers

17:08% nodes of the whole network.

Step 2 The box size would increase from 1 until it is

greater than the box diameter. The covering ability can be

obtained from Eq. (9),

Nð2Þ�1 ¼ 0:5587 ð19Þ

Step 3 The relationship between covering ability and

box size is shown in Fig. 3. The slope of red straight line is

obtained in the log–log plot by means of the least squares

fit, and the fuzzy fractal dimension can be obtained from

the slope of the line.

Step 4 Then, the vulnerability of ’’bat‘‘ network can be

evaluated based on fuzzy fractal dimension by Eq. (16),

and it is VdBðGÞ ¼ 0:0835.

Step 5 Using the same way to get ’’umbrella‘‘ network’s

fuzzy fractal dimension and vulnerability, the fuzzy fractal

dimension is shown in Fig. 4, and the vulnerability is

VdBðG0Þ ¼ 0:0810.

When VdB is smaller, the network is more robust.

Because VdBðGÞ[VdBðG0Þ, a conclusion can be obtained

that ’’umbrella‘‘ network is more robust than ’’bat‘‘ net-

work, and this conclusion is same as vision. When node 7

is attacked, ’’bat‘‘ network would be separated into three

parts, but ’’umbrella‘‘ network only be separated into two

parts. The edge of ’’umbrella‘‘ network is more uniform,

and the edges of ’’bat‘‘ network are centered near node 7.
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4 Experimental Study

In order to test the effectiveness and accuracy of this

proposed method, six unweighted undirected US airline

networks are used, that is, US airline network in 2005,

2007, 2009, 2010, 2011, 2013. These networks can be

downloaded from Bureau of Transportation Statistics

(BTS) [1]. The node represents the airport, and the edge

represents there is airline between these two airports. The

small subgraph and self-loops are removed to form

unweighted undirected complex networks, so only the

largest connected subset of the original network is retained.

4.1 Comparison with Other Three Methods

Three methods which are introduced in Sect. 2 are used as

a comparison, that is, the average inverse geodesic length

l�1, the size of largest component LGS, and the normalized

average edge betweenness bnor Gh i. The RB attack strategy

[35] is used to analyze the vulnerability of dynamic char-

acteristic, and it is more trusted. RB attack strategy is

deleting the node with highest betweenness value and

calculating the betweenness of this new network. Then, the

node with highest betweenness value in the new network is

also deleted until required number of nodes is deleted.

Lastly, the vulnerability of the network can be obtained

from the remaining network. In this paper, the top 1%
nodes should be deleted from the original network to obtain

l�1, LGS, and bnor Gh i.
The fuzzy fractal dimension is shown in Fig. 5. The dot

sign represents the relationship between the covering

ability NðeÞ�1
and the size of box e, and the slope of the red

line is obtained in the log–log by means of the least squares

fit. The fuzzy fractal dimension is

2.1682, 2.5095, 2.3630, 2.3756, 2.4013, 2.0883, respec-

tively, in different years. With the development of time, the

fuzzy fractal dimension VdB does not have the monotony

but the irregular change, and it keeps between 2 and 3,

which agrees the law of this network.

The results obtained by these methods are shown in

Table 1. From Table 1, it can be found that with the

development of USAir network, the number of nodes and

edges are slightly increased. The fuzzy fractal dimension is

irregularly changed, but it keeps between 2 and 3. For all of

these four methods, only this proposed method VdB is

monotonically decreasing (0.0018, 0.0015, 0.0014, 0.0012,

0.0011, 0.0010). The network would be more vulnerable

with the larger value of VdB , so this proposed method would

give a realistic vulnerability order about USAir network

(USAir2003[USAir 2005[USAir2007[USAir2009

[ USAir2011[USAir2013). The rest of methods (l�1,

LGS, bnor Gh i) cannot give a monotonous changed result, so

realistic vulnerability orders cannot be obtained according

to their own nature. A conclusion can be obtained that this

proposed method VdB shows better performance than other

methods and has a realistic result.

Based on the results shown in Table 1, each method can

get a order of vulnerability, and it is shown in Table 2.

Three conclusions can be obtained as follows:

1. The average edge betweenness b1 of six US airline

networks is very small, and it is not suitable for

ranking the vulnerability. The results obtained by this

proposed method are an order of magnitude larger than

the average edge betweenness, and it shows that this

proposed method is more suitable to rank the vulner-

ability of networks.

2. The order of vulnerability obtained by other methods is

not exactly right. For example, the average inverse

geodesic length l�1 and the size of largest component

-0.2 -0.1 0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8

ln(l)

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1
ln

(N
(l)

-1
)

Dimension = 1. 0052

Fig. 3 The fuzzy fractal dimension of ’’bat‘‘ network

-0.2 -0.1 0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8

ln(l)

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

ln
(N

(l)
-1

)

Dimension = 0.9850

Fig. 4 The fuzzy fractal dimension of ’’umbrella‘‘ network
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LGS show that USAir 2007 is the most robust network

and USAir 2013 is the most vulnerable network, and

the normalized average edge betweenness bnor Gh i

shows that USAir 2005 is the most robust network

and USAir 2007 is the most vulnerable network. All of

these are not realistic like this proposed method.

ln(l)

-7

-6

-5
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-2

-1

0

1

2
ln

(N
(l)

-1
)
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ln(l)
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1

ln
(N

(l)
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ln(l)
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ln
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Fig. 5 The fuzzy fractal dimension of different networks. a US airline network in 2003. b US airline network in 2005. c US airline network in

2007. d US airline network in 2009. e US airline network in 2011. f US airline network in 2013
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3. Although the fuzzy fractal dimension is similar, but the

order of vulnerability is completely correct. It is

USAir2003[USAir2005[USAir2007[USAir2009

[USAir2011[USAir2013, and this order is consis-

tent with the actual situation.

After randomly deleting 500 nodes from the original net-

work, the new network would be smaller. Then, the same

method is used, that is, to find the largest connected subset

of the deleted network. Based on the largest connected

subset, the fuzzy fractal dimension can be obtained easily

by Eq. (14). Because randomly 500 nodes are deleted in

this method, a large number of experiments are needed to

reduce error. In this literature, 500 same experiments are

repeated for this purpose. The mean value and standard

deviation dBM�SD
of 500 repeated experiments are shown in

the last column of Table 1. From the results in Table 1, it

can be found that the mean of fuzzy fractal dimension dBM

is close to the initial fuzzy fractal dimension dB, and the

difference between them is close to the standard deviation.

It demonstrates the robustness, reliability, and stability of

this proposed method.

To explore the correlation degree between all of these

results and the reality, Pearson product-moment moment

correlation coefficient r which is a common correlation

coefficient is used in this paper. r is defined as follows:

rxy ¼
P

ðX � �XÞðY � �YÞffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
Pn

i¼1

ðXi � �XÞ2

s ! ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
Pn

i¼1

ðYi � �YÞ2

s ! ;
ð20Þ

where n is the sample capacity, X and Y are two samples

which need to explore their correlation, and �X and �Y are the

mean of X and Y respectively. r should be a value between

�1 and 1, where r ¼ 1 represents perfect positive corre-

lation, r ¼ �1 represents perfect negative correlation, and

r ¼ 0 represents two irrelevant samples. The reality is the

later the network is more robust (X ¼ f6; 5; 4; 3; 2; 1g), Y is

the result about l�1, LGS, bnor Gh i, VdB which can be

obtained in Table 1. The correlation degree between X and

different Y is shown in Table 3.

From Table 3, it can be easily found that only this

proposed method VdB gives a more realistic vulnerability

order whose r is close to 1, and other methods cannot give

accurate results because their r are only between 0.4 and

0.8. So this proposed method can evaluate the vulnerability

of complex networks more correctly than other methods.

From these results, the fuzzy fractal dimension replaces

the key coefficient p that can evaluate the vulnerability of

complex networks more correctly. The rest of the methods

have their own shortcomings, and their results cannot give

Table 1 The results of six

USAir networks in different

years

Network N E dB VdB b1 l�1 0 LGS0 bnorðGÞ0 dBM�SD

USAir 2003 1387 15618 2.1682 0.0018 0.00017 0.1221 0.3223 0.0096 2:1071 � 0:1290

USAir 2005 1447 17453 2.5095 0.0015 0.00018 0.1312 0.3034 0.0984 2:2374 � 0:1642

USAir 2007 1605 19166 2.3630 0.0014 0.00018 0.1389 0.3352 0.1051 2:2841 � 0:1165

USAir 2009 1548 17415 2.3756 0.0012 0.00020 0.1211 0.3204 0.0487 2:2510 � 0:1178

USAir 2011 1587 17969 2.4013 0.0011 0.00019 0.0916 0.2823 0.0961 2:2263 � 0:1412

USAir 2013 1635 16215 2.0883 0.0010 0.00021 0.0899 0.2557 0.042 2:1847 � 0:1309

dB is the fuzzy fractal dimension, and VdB is the proposed method in this paper, which is based on dB. The

average inverse geodesic length l�1 0, the size of largest component LGS0, and the normalized average edge

betweenness bnorðGÞ0 are obtained after deleting 1% nodes. dBM�SD
is the mean value and standard deviation

after randomly deleting 500 nodes

Table 2 The vulnerability

orders obtained by different

methods

Methods Vulnerability order

l�1 0 USAir2013[USAir2011[USAir2009[USAir2003[USAir2005[USAir2007

LGS0 USAir2013[USAir2011[USAir2005[USAir2009[USAir2003[USAir2007

bnorðGÞ0 USAir2007[USAir2011[USAir2009[USAir2013[USAir2003[USAir2005

VdB USAir2003[USAir2005[USAir2007[USAir2009[USAir2011[USAir2013

Table 3 r between different results and the reality

Methods r Correlation degree

l�1 0 0.7771 Strong correlation

LGS0 0.7426 Strong correlation

bnorðGÞ0 0.4983 Moderate degree correlation

VdB 0.9805 Extremely strong correlation
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the exactly right orders. So this proposed method is accu-

rate and effective.

4.2 Comparison With Other Two Membership

Functions

In order to show the superiority of Gaussian Membership

Function (MF) to this proposed method, two other MFs

(Triangular MF, Trapezoidal MF) are introduced as con-

trast experiments in this section. Triangular MF and

Trapezoidal MF are used as common MFs in the fuzzy sets,

so they have certain representativeness.

Triangular membership function is shown as follows:

Aij triðeÞ ¼
e� dij

e
; dij � e

0; dij [ e

8
<

: ð21Þ

where e is the size of box, and dij is the shortest distance

between node i and node j. This MF gives the weight of a

single function form to other node j whose shortest distance

from node i is less than e, and the node whose shortest

distance from node i is larger than e has no weight.

Trapezoidal membership function is shown as follows:

Aij traðeÞ ¼

1; dij � 0:4e
e� dij

e� 0:4e
; 0:4e\dij � e

0; dij [ e

8
>><

>>:
ð22Þ

where e is the size of box, and dij is the shortest distance

between node i and node j. This MF gives a weight of 1 for

the node whose shortest distance is less than 0:4e, the node

whose shortest distance from node i is between 0:4e and e
has a weight of a single function form, and other nodes

would have no weight.

The fuzzy fractal dimension based on these three MFs is

shown in Table 4. From Table 4, it can be found that the

fuzzy fractal dimension based on different MFs is irregu-

larly changed. The fuzzy fractal dimension based on tri-

angular MF and trapezoidal MF is closer to 3, which is

bigger than the fuzzy fractal dimension based on Gaussian

MF. Based on the different fuzzy fractal dimensions, the

vulnerability of USA complex networks can be obtained by

Eq. (16). With the larger value of VdB , the network would

be more vulnerable, so the vulnerability order can be easily

obtained and they are different from each other. The vul-

nerability order based on Gaussian MF is realistic, which

was discussed in detail in Sect. 4.1, but the vulnerability

orders based on triangular MF and trapezoidal MF are not

regular like Gaussian MF. The details are shown in

Table 5.

It can be found that only the vulnerability order based on

Gaussian MF is consistent with the development of USAir

network, and the rest of the methods cannot obtain correct

orders. The vulnerability of USAir 2007 and USAir 2009

based on trapezoidal MF is even equal, so this method

cannot judge similar networks. The correlation coefficients

r in triangular MF and trapezoidal MF are between 0.2 and

0.4, which show the weak correlation about these methods.

When contribution is affected by multiple factors, and

each factor cannot give a dominant influence, the contri-

bution would be subject to the Gaussian MF. Because

Gaussian MF is the most common distribution in nature,

and the information entropy of it is largest, so it can reveal

the covering ability more accurately.

5 Conclusion

Fractal dimension can reveal the dynamic structure and

topological structure of complex network, and it can

illustrate self-similarity and fractal properties of networks.

When fractal dimension is smaller, the space-filling

capacity is higher and less number of boxes is needed to

cover the whole network, which would lead to more robust

Table 4 The fuzzy fractal dimension and vulnerability based on

different MF

Network dB�Gau VdB�Gau
dB�Tri VdB�Tri

dB�Tra VdB�Tra

USAir 2003 2.1682 0.0018 2.7441 0.0019 2.6748 0.0017

USAir 2005 2.5095 0.0015 3.3242 0.0049 3.2865 0.0047

USAir 2007 2.3630 0.0014 2.9361 0.0027 2.8442 0.0025

USAir 2009 2.3756 0.0012 2.9636 0.0026 2.8877 0.0025

USAir 2011 2.4013 0.0011 3.1101 0.0032 3.9294 0.0030

USAir 2013 2.0883 0.0010 2.6083 0.0015 2.5231 0.0013

Table 5 The vulnerability orders based on different MFs

MFs Vulnerability order r Correlation degree

VdB�Gau
USAir2003[USAir2005[USAir2007[USAir2009[USAir2011[USAir2013 0.9805 Extremely strong correlation

VdB�Tri
USAir2005[USAir2011[USAir2007[USAir2009[USAir2003[USAir2013 0.3225 Weak correlation

VdB�Tra
USAir2005[USAir2011[USAir2007 ¼ USAir2009[USAir2003[USAir2013 0.3187 Weak correlation
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structure. So it is a unique parameter for each network,

which is closely related to the vulnerability of the network.

Fuzzy sets can describe the relationship between any two

nodes more accurately through a interval continuous

function between 0 and 1. So fuzzy fractal dimension can

reveal the structure more effectively. The combination of

fuzzy fractal dimension and average edge betweenness can

improve the flaws of the previous work, and it is more

concerned about the structure of the network itself. In this

paper, ’’bat‘‘ network and ’’umbrella‘‘ network are used to

show how this method works, and several real-world

complex networks are used to show the effectiveness and

accuracy of this proposed method. The result of randomly

selecting largest connected subset is close to the initial

fuzzy fractal dimension, and it shows the reliability and

stability of this method. The order of vulnerability obtained

by this proposed is consistent with the actual situation, and

the r about this proposed method is 0.9805, which shows

this proposed method gives a more realistic vulnerability

order. The comparison with other already existing methods

shows this proposed method is more accurate because r of

the proposed method is only between 0.4 and 0.8. So this

proposed method is accurate and the result is realistic.
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